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The Information Security Policy of Jordan’s Department of Statistics

1. Introduction

The Information Security Policy of Department of Statistics of the
Hashemite Kingdom of Jordan (DoS) establishes the general principles to
be applied by DoS to the assets managed under the ISMS (Information
Security Management System), following ISO/IEC 27001:2022 standard as
well as the Jordan applicable legislation and regulations (Law on Statistics
and Information Security). In the next review of this policy (if necessary) it
is possible to introduce also other standards and frameworks.

When establishing the ISMS, the DoS top management assumes this policy,
the commitments defined therein, the integration of the ISMS
requirements in the organization’s processes and ensures that the
necessary resources for its implementation are available. It has the
responsibility towards the interested parties to act appropriately regarding
information security management, as well as to monitor and assess the
implementation of the ISMS.

This policy is aligned with the government strategy (see paragraph 2)
Whenever it refers to information security management, in the context of

DoS, it should be considered that it also covers the Personal Data
Protection Law (24/2023).
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2. DoS undertakes to: i oy Aol lebias Yl 8,515 o505 .2

Comply with legal requirements and other relevant national and ol dball 13 ddgully dab gl pulaall oo ey & 9ilall ldlaal) Jlie)!
international standards on information security. It will be listed below, 16531 ygal o oo 0bal 3wy . Oleglasll
among others: £ AUV A5 liall odaiig doladl tsolall @
e General Principles and Regulation of Electronic Participation; £2023-2018 Gl oW db gl dxdlindl @
e The National strategy for cyber security 2018-2023; (2012) Sloghaall el Slaead! oI Olewa) dubo gl duzsliwdl @
e The National strategy for ensuring and guaranteeing cyber security £(2019) Gld! pel dwlies @
and information security (2012) (2023) #3) sLaidl 5159 (3 Olaghaall LirglgiSS 3;\5,; plasinl dulw @
e Cyber security policy (2019); £(2020) 4o Sl UL Caduas dwleww @
e Policy of the use IT resources in the ministry of Digital economy (2007/47) ©laglanl! e Jguaxl § 35 Olosd 09313 @
(2023)

e Government data classification policy (2020);
e Law guarantee the right to access information (47/2007);

Ensure the confidentiality, integrity and availability of information in its gldas (3 Ly3lgig Lgiadlug Ologlaall & Oloys
processes;
(Ol glandl ool Olan @lely=Vls Olubeadl Blas bwd Jball Juol gl Olass
Ensure effective communication of information security policies and
procedures; (Ologlandl cyal s (3 Coptilly due gall 8yattine Akos Jpiss

Implement a continuous process of information security awareness-raising Ologlaall OAb 3l laxd el dalaie il L)
and training;

Demonstrate to be a secure organization with regard to information
security.




3. Scope

The Information Security Policy of DoS is available to all stakeholders
(among others, employees, contractors, suppliers, volunteers other
organizational bodies and anyone who has permanent or temporary access
to DoS information or systems).

All stakeholders must know and act in accordance with the Information
Security Policy of DoS and with the other documents related to Information
Security, as applicable and appropriate. All stakeholders covered by the
ISMS who deliberately breach this or other policies are subject to sanctions
and other actions, as applicable, up to and including termination of
contract and/or reporting to the concerned authorities for criminal
offences.

4, Value of information

Information may take various forms (printed or written on paper, stored
electronically, transmitted by mail or electronic means, among others), and
must be adequately protected, regardless of its medium, use or support.

Information security should be adjusted to its importance and value.

Access to information is vital to the functioning of DoS, depending on the
availability of information systems and infrastructures. Security in the
processing and transmission of information is thus fundamental to the
efficiency of the process of producing official statistics.

Any interruption of service, leak of information to unauthorized entities or
unauthorized modification of data may lead to a loss of trust and/or breach
legal and contractual obligations towards citizens and companies.
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It is the responsibility of all stakeholders to proactively contribute to
information security.

Additionally, it should be noted that official statistics depends on the
correct and expected functioning of the information and communication
systems of DoS in order to achieve its objectives on information security.
However, this is only possible with the continuous identification of the risks
to which the assets, namely under the responsibility of DoS, are exposed,
and by implementing security controls and mechanisms aimed at their
correct and controlled use.

5. Value of information security

The information managed by DoS, its support processes, systems,
applications and networks are valuable assets to society. The guarantee of
confidentiality, integrity and/or availability of information ensures the
credibility of the services provided by DoS.

Information security shall therefore be applied in all phases of the life cycle
of the activities pursued by DoS. The information security control of the
insertion / collection, processing, storage, transfer, relationship, search
and destruction operations of information is as important as or more
important than the functionality of an information system.
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Thus, the permanent and balanced maintenance of a high level of quality
and security must be ensured, preventing the materialization of inherent
risks in order to mitigate/limit the potential damage caused by the
exploitation of vulnerabilities and information security incidents.

Information security threats are constantly evolving, which implies the
continuous adaptation of information security measures to keep up with
technological and legislative or regulatory changes. Information security
measures shall be technically and economically feasible and shall not limit
the efficiency of DoS.

6. Guidelines for Information Security Management

People management: the Information Security Policy is applicable to all
users of DoS, as defined in chapter 3, and shall be applied across the board
in all organizational structures, with specific responsibilities being
established for certain functions;

Risk management: all systems (existing or planned), processes,
documentation, equipment and each other asset must have an information
security level appropriate to the risk to be assumed by DoS;

Definition of responsibilities: DoS is responsible for the quality, accesses, use
and safeguarding of the information contained in the systems, processes,
documentation, equipment and each other asset. DoS shall define the
standards and procedures that implement the information security levels
defined by the entities that own the information and monitor their
effectiveness;
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Information security policies: there should be detailed information security
policies applicable to all information systems, processes, documentation,
equipment and each other asset, regardless of their environment;

Information security procedures: there should be procedures as detailed as
possible defining "what" and "how" to achieve the desired level of
information security, as well as defining the level of human involvement in
information systems maintenance;

Traceability of information systems: operations on information systems
should be properly documented, ensuring that at any time it is possible to
ascertain "who" and "when" did "what";

Monitoring of controls: the implementation of controls that address the
risks to which the business is exposed can only be effective if there is
adequate monitoring of the controls, in order to assess if they are adjusted
to the defined objectives. Timely response actions must also be defined in
the event of non-operational controls.
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7. Information Security Management System
The ISMS model of DoS is based on three vectors:

Confidentiality: guarantee that the information is accessible only to users
and external entities duly authorized for that purpose;

Integrity: safeguard the accuracy of information and processing methods;

Avadilability: guarantee that authorized users have access to the
information whenever necessary.

All information security mechanisms existing in DoS aim at the
confidentiality, integrity and/or availability of information, and shall be
regulated by a set of detailed information security policies, processes and
procedures, structured as follows:

Detailed

Information

Security Policies

Processes and Procedures
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Detailed information security policies

1. Access control — physical, digital (hardware and software) and
organizational.

2. Statistical confidentiality (public)

3. Confidentiality classification of information

4. Physical and environmental safety

5. Continuity and Backups

6. Transfer of information

7. Malware protection

8. Event or incident management

9. Cryptographic controls

10. Communications security

11. Privacy and protection of personal data (public)

12. Safe development

13. Software management

14. Amendment control and change management

15. Relations with suppliers

16. Acceptable use of assets

17. Use of removable data devices

18. Clean desk and screen

19. Mobile devices and teleworking

20. Project management

21. Acceptable use of communication and collaboration platforms

Procedures

1. Risk and opportunity management

2. Capacity management

3. Continuity management

4. Non-compliances and corrective actions

5. Documentary control

6. Internal Audits

7. Operations

8. Management Review

9. Procedure for disposal and reuse of data media and equipment
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https://iso27001.ine.pt/doku.php?id=politicas:seguranca_comunicacoes
https://iso27001.ine.pt/doku.php?id=politicas:controlo_alteracoes
https://iso27001.ine.pt/doku.php?id=politicas:secretaria_ecra_limpo
https://iso27001.ine.pt/doku.php?id=politicas:moveis_teletrabalho
https://iso27001.ine.pt/doku.php?id=politicas:politica_seguranca_informacao_gestao_projetos
https://iso27001.ine.pt/doku.php?id=politicas:plataformas_de_comunicacao_e_colaboracao

8. Organization of Information Security
[not discussed]

The organization of information security aims at establishing,
implementing, maintaining and continuously improving the ISMS in the
context of the organization and specifies the requirements for the
assessment and processing of information security risks according to the
needs of DoS.

The ISMS’s management structure is made up of:

The DoS top management, which is responsible for monitoring and
assessing the implementation of the ISMS;

The Information Security Officer of DoS, which is responsible for managing
the ISMS;

The Data Protection Officer which actively participates in the development
of the ISMS, especially in the Privacy and Data Protection Policy and on
issues with implications on personal data protection;

The Information Security Team of DoS, that includes different skills and
employees coming from IT directorate of DoS, is responsible for
implementing information security mechanismes.

Ologlaall ol padas .8
(4o S8l o))

Olaglaall (el 8)13] pllas ¢y dolinly Juassg slad] J] Ologlanll el @ubais g
Ologlaall oyal olis dnllasy s ldlaio saz0g dabaiall Bl (3 lyeiwls ISMS
el OleliasYl 8,515 olalusY (asg

10 ISMS leglaall el 8)1) pllas S 0550

B)la] el xS @iy dddlye (e Agsens dad (&) cdolall ilslasYl 8,510 Ll 8yl
(Ologlaall oyl

ISMS el 8)1] ¢se Ygguue 0550 Ml cdolall ilsbamPl 8515 (§ Sloglaall ol baslis

Blany lagd Lo gias (SMS allas jshas (& Jlad Kt )l Ul bl Blas Loyl
Azl OBl Bl e 355 @ Jlaed) 39 SBLI Dlax Loy Ao giasll

b ge9 Ohlgs euzn Ul cdalall lsbasl 851 Bl Ologlaall ol @,8 allansg

Ologlaall el LT duass dd 9§y 8,511 (3 Sloghandl L gl S5 Lok (o (plisis




9. Maintenance and communication of security policies and procedures

Information security policies and procedures shall be known to all
stakeholders, as mentioned in the chapter 3, within their scope of
application, and effective communication of the policies and procedures
shall be ensured so that stakeholders are aware of their individual
obligations in relation to information security.

Information security policies and procedures are regularly revised,
ensuring that they remain relevant and appropriate.

The ISMS is subject to assessment audits through internal audit and by
independent audit entities (as example, among others, Bureau Veritas).
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