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Chapters in Annex A (1ISO27001:2013)
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. Access Control

10. Cryptography

11.Physical and Environmental Security
12.Operational Security

13. Communications Security

14. System Acquisition, Development and Maintenance
15. Supplier Relationships

16. Information Security Incident Management
17.Information Security Aspects of Business Continuity Management
18. Compliance
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New 1SO27001:2022 and
1SO27002:2022
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New controls in 27001/27002

2021 chapter Control name

5.7 Threat intelligence

5.23 Information security for use of cloud services
5.30 ICT readiness for business continuity
7.4 Physical security monitoring

8.9 Configuration management

8.10 Information deletion

8.11 Data masking

3.12 Data leakage prevention

8.16 Monitoring activities

8.22 Web filtering

8.28 Secure coding
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