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Jia - COVID-19 dashboards and
reports

* |Internal dashboards
 External dashboards

e Compatibile with
mobile devices

 Daily report
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https://osp.stat.gov.lt/covid-dashboards

Jis — COVID-19 data pipeline
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Jis — internal dasbhoards for
municipalities
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https://osp.stat.gov.lt/ev-dashboards
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Our developers and analysts use git repositories, code workbooks, various analysis tools. We use
Palantir Foundry platform, which allows us to us Python and R programming languages, GIT

repositories, Apache Spark data engine.
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IS administrators
data engineers and analysts
IT support team, including dedicated IT technology and communication security specialists
State Data Governance Information System service developer and provider
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Technical tools: -

Regular IT tools, such as firewalls, antiviruses, tools for automatic software updates, server and personal computer
security managements tools, personal computer and mobile phone security tools

Dedicated applications for project and data access rights management (developed by our engineers) -
Incident reporting systems (Axence nVision, Palantir Foundry) e

Tools for log analysis (ELK stack, FortiSIEM, etc.) -

Automatic data scanning tools to identify sensitive data (provided by Palantir Foundry) -
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Understanding physical security (such as clean desktop policy, -
physical access to the building, etc.)
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State Data Governance IS has tools to report issues to IS service provider for immediate
further action (Palantir Foundry Amplify ticket system)

IT division and IS service provider constantly notifies our employees on various IT security
topics via e-mail messages containing security recommendations and/or reports, such as new
security vulnerabilities

Data pipeline developers can create alerts based on data health checks (Palantir Foundry)

In urgent cases, IT security team or IS service provider can be contacted 24/7
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Our employees sign legal security documents when onboarding
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