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Who am I?

2

Master in Library and 

Informationscience

Statistics Denmark 

since 2006



ESS It Security Framework



External conditions 

and stakeholders 

that may influence 

ISMS

 ISO27001:2013. 

 The Ministry's overall 

information security 

policy

 Center for Cyber

Security

 Eurostat

 GDPR

And many more…

Statistics production

Statement of

Applicability

Follow-up

 Internal audit

 Risk register

 LogPoint

 Incidents

 Logs

 KPIs

And more

DST rules

 Procedures

 Guides

 Instructions

 Organization and roles

 Processes

Information Security Management System:
Stakeholders and documents

DST Strategy

Continuous improvement

Information Security Policy and Data Confidentiality Policy

Risk assessment



Informations Security Management System: 
Organization

National 
Statistician

Executive Board

Data 
Confidentiality

Commitee

Data Protection
Officer

DPO Team
Information 

Security 
Commitee

Information 
Security 

Coordinator

Information 
Security Team

Yearly

management 

review of ISMS 

and policy

Recieve

quarterly

reports and 

must approve

larger changes

to ISMS

Day-to-day work. 

Can do minor

changes to ISMS 

without approval

from commitee



ISO27001 structure

ISO27000

Overview and 

vocabulary

ISO27001

Requirements

High Level Structure

Appendix A

Controls

ISO27002

Code of practice

Checklist and 

procedures

Information 

Security 

Management 

System



Requirements in ISO27001

4. Context of the organization

4.1. Understanding the organization and its context

4.2. Understanding the needs and expectations of 

interested parties

4.3. Determination of the scope of the ISMS

4.4. ISMS

5. Leadership

5.1. Ledership and commitment

6. Planning

6.1 Actions to adress risks and opportunities

6.2 Information security objectives and planning til 

achive them

7. Support

7.1 Ressources

7.2 Competence

7.3 Awareness

7.4. Communication

7.5 Documented information

8. Operation
8.1 Operational planning and control
8.2 Information security risk assessment
8.3 Information security risk treatment

9. Performance evaluation
9.1. Monitoring, measurement, analysis and 
evaluation
9.2 Internal audit
9.3. Management review

10. Improvement
10.1 Continual improvement
10.2 Nonconformity and corrective action



Chapters in Annex A (ISO27001:2013)
Controls

5. Information Security Policies
6. Organisation of Information Security
7. Human Resources Security
8. Asset Management
9. Access Control
10.Cryptography
11.Physical and Environmental Security
12.Operational Security
13.Communications Security
14.System Acquisition, Development and Maintenance
15.Supplier Relationships
16. Information Security Incident Management
17. Information Security Aspects of Business Continuity Management
18.Compliance



New ISO27001:2022 and 
ISO27002:2022

Almost no changes to ISO27001 
requirements

Annex A and 27002 has been
completely restructured

• Before 114 controls; now 93 
controls

• 11 new controls

• New structure: from 14 to 4 
chapters

ISO27000

Overview and 

vocabulary

ISO27001

Requirements

High Level Structure

Appendix A

Controls

ISO27002

Code of practice



New controls in 27001/27002



CIA triad: the three pillars of 
informations security

You need to be able to access your data.

You have to be able to trust your dataYou need to know your data is 

protected from unauthorized 

access.



Security Objectives at DST

1. that confidential information, including all unpublished statistical data, is protected from unauthorized access.

• Facilitate confidential processing, transmission and storage of data, e.g. by using de-identification/pseudonymisation

and encryption of data to the widest extent possible. 

• Prevent loss and leakage of data 

• Support compliance with the General Data Protection Regulation (GDPR), also as a data processor for others 

• Prevent identification of individuals and sole proprietorships, e.g. through deidentification and statistical disclosure 

limitation 

2. that all information, statistical data as well as non-statistical data, is correct and complete and that IT systems are functioning 

correctly

• Prevent fraud by means of automated and manual control measures 

• And building on this, obtain correct functioning of the IT systems with a minimum risk of tampering with data and 

systems. I.e. means for this purpose must be available and applied according to specific needs 

3. that all information, both statistical data and non-statistical data, and IT services are available

• Provide operational security and minimum risk of critical failures, eg.

as a result of cyber terrorism and attacks on infrastructure



Data Confidentiality Policy

The overall principles for the 
data confidentiality policy are: 

 To protect the identity of the 
persons, businesses and 
institutions for which 
Statistics Denmark has data. 

 To ensure that data in 
Statistics Denmark is solely 
applied for statistical or 
scientific surveys. 

External users may apply 

individual data via one of 

Statistics Denmark’s four 

service schemes: 

1. The researcher scheme 

2. The ministry scheme

3. The law model scheme 

4. Data warehouses



Awareness concept

Advanced 
training

For colleges with 
responsibilities within
information security

Basic training
For everyone in the 

organisation

Campaigns 
based on e.g. incidents, 

organizational needs or 

external demands.

Target groups and 

subject varies.  



Data Classifications

Statistical data

All data is 
confidential!

Non-statistical data
Special 

categories
for personal

data  

Confidential
data & 

confidential
personal data

Personal information

Non-confidential information

Level of 

protection



Risk management

Build process

Identify risk

Assessment

Decision

Action

Follow up

Roles

Information

Security

Responisble

(Business)

Co-worker Management

Tools

Requirements

Treats
Roles



Risk assessment and management

Consequence

Probability

Monitor Monitor

Monitor
Prevent or have a 

plan B

Have a Plan B

Prevent
Prevent and have a 

plan B

Prevent and have a 

plan B

Prevent and have a 

plan B

low medium high
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