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Topics

➢Data Centers effective structures / governance framework based on EU experience

➢Services provided by the data centers

➢Pros/cons of each structure / governance framework

➢Estimated budget for each structure (if possible)

➢Statistics perspective of a Data Center: What to consider (policies, protocols, 
stakeholders needs, etc.)?

➢Key success factors for establishing a Data Center in Jordan



EU Regulations



EU Regulations - definitions
Type of data 

• ‘Secure-use files’  means confidential data for scientific purposes to which no further 
methods of statistical disclosure control have been applied

• ‘Scientific-use files’ means confidential data for scientific purposes to which methods of 
statistical disclosure control have been applied to reduce to an appropriate level and in 
accordance with current best practice the risk of identification of the statistical unit;

• Public use files (PUF)  No risk of identification

• (Synthetic data)

May depend on legislation and sometimes also sensitivity of data - Remove or replace direct 
identifier by random number (pseudonomize, adding noise to data, etc.)

Access facility - ‘access facilities’ means the physical or virtual environment

• On-site (Very different settings from big rooms to small individual cubes with fingerprinting 
recognition, camera etc.) 

• Remote (from work or home; fingerprinting or password protected)

• Remote execution (manual or automated - Researcher does not see data but get the 
output)

Often depend on type of data



The Main Tasks of Research Services

➢Give advise to researchers and decision makers – about services, rules 
and data

➢Extract data to all research projects

➢Manage the remote access arrangements and administrate authorizations, 
contracts etc.

➢Coordinate data from all divisions in Statistics Denmark and other data 
producers

➢ Provide and maintain an effective IT-system that enables researchers to 
analyse relevant data  (IT-centre)

➢ Do computer related work & update research databases

➢ Output control

➢ Development project to improve our services



Data

https://www.dst.dk/extranet/forskningvariabellister/Oversigt%20over%20registre.html

• 400 Registers and surveys

• 200.000 datasets

• 26.000 unique variables

https://www.dst.dk/extranet/forskningvariabellister/Oversigt%20over%20registre.html


Step 1: Authorization –  important points
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 The person signing this agreement on behalf of the research/analysis 
environment undertakes personally to supervise that the rules for data 
security is followed

 The researcher may not, directly or indirectly, download the dataset or 
any datasets derived there from. Furthermore, individual records may not 
be printed, and all output must be aggregated to an extent that eliminates 
any risk of direct or indirect identification of persons or enterprises 

 Informed about sanctions if rules are broken (Access cut for the whole 
institution to perosen – depending on severity)



Step 2: Project approval - The project description 

➢Description of purpose
➢Population to be studied (Need to know)
➢SD registers included in the study (Need to know)
➢External data (survey data or data from external registers)
➢Period data is needed for 
➢Whom will have access to data

➢ If there are external data, permission must be granted by the Danish Data 
Protection Agency (responsibility of the researcher)



Step 3: Confidentially Agreement with the researcher 

 Has to be signed by 

▪ The Head of Division from Research Services 

▪ The person responsible for the confidentiality rules are kept from the 

research/analysis environment (signed the authorization agreement)

▪ The researcher 

▪ No attempts to identify people or enterprises must be made

▪ Allowed or not to send home output



Step 4: Contract signed

• A price is calculated – DKK 1,150 DKR (~150 EURO) per hour is charged for 
extraction of data

• 10 hours of free initial advisory services for new projects managed by public 
research and analysis environment

• Additional charge for disk storage in the case of large-scale projects and 
log-on charge for private companies

 A contract stating price and expected time of delivery is sent



Next steps

• Personal passwords for logging onto the system – two factor authorization 
(for each project)  

• Data is extracted by the staff members of the research services – 
including project specific de-identification 

• Data is delivered to a dedicated research server placed and statistics 
Denmark (physically separated from the production network)

• Analysis (Standard programs provided e.g. SAS, STATA, R, Phyton etc)

• Output can be mailed home (output control)



Price-structure at Statistics Denmark
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Researchers just pay for three things:

➢Hours of Statistics Denmark's staff working on their projects (Consulting and data 
preparation)

➢Storage of data

➢Fee for logging on to the system

Some countries charge for output control



Special set-up for decision makers

Decision makers often have a special need for both quick access and large 

amounts of data in connection with the performance of their authority obligations.

Who can access?

This can be done by public institutions in Denmark (Departments, agencies, 

municipalities, etc.) that meet the following requirements:

• Can demonstrate that they have an authority obligation

• has a well-functioning analysis environment that meets the conditions for 

authorization to work with microdata

• Can present a description of their data security routines, e.g. an information 

security policy etc. 



https://www.ssb.no/en/data-til-forskning

https://www.ssb.no/en/data-til-forskning


https://ec.europa.eu/eurostat/web/microdata/overview

https://ec.europa.eu/eurostat/web/microdata/overview


Danish Data Portal



Danish Data Portal

A metadata-driven self-service app for fast and secure 
access to microdata for secondary purposes

▪ Charged data services at Statistics Denmark

- Detailed microdata, Consultancy services, Survey 

services

- Metadata services and data harmonization are 

potential future services? 

▪ First version launched June 2022 and all users 
onboarded by October 2022. New data model and 
backend releases November 2022. September 2023 
release includes new functionality and new applications 
for downloading and scanning of results

▪ Certification, Internal administration, integration to 
standard systems for e.g. journaling and support are also 
additionally needed functionality



High-level project plan for DDP
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DDV 1.0 DDV 2.0 DDV 3.0

Milestones

Functionality and 

Capabilities

Automated project proposal flow
One access point across data 

authorities and research services

Add external infrastructure to 

existing DDP ecosystem

• Metadata-driven solution

• User self service 

• 100% automated delivery on ”simple 

projects”

• Partly automated delivery on 

”advanced projects”

• Provide access to non-DST data 

through DDP

• Collection and integration of external 

metadata from authorities in DDP

• Enhanced automation on projects in 

DDP

• Enhanced data qualifying through 

consolidation

• Enable hosting of projects on 

external or shared infrastructure

• Metadata catalogue of hardware, 

software and data services at HPC-

centers

• One servicing entity for quality 

assurance and maintenance of 

metadata (metadata services)

Data • All existing DST data • Multiple data sources • All national data

Customer Value 

Creation

• Faster and user-friendly access to 

data

• Complete overview of DST supply of 

available data

• Unleash internal resources for 

quality assurance and support

• One entrance for working with data 

provided by several authorities

• One consolidated project proposal 

for attaining project data provided by 

several authorities

• Exploit national infrastructure 

transversally of multiple suppliers

• Enabling “Big Data” research 

transversally of infrastructure 

providers



Network-based digital solution

Easy, effective

and safe

Collaboration in a 

network

One access point 
across authorities



User journey for request of data and choice of analytical platform

Describe your project,

purpose and social relevance

Delimit the 

population

Choice analytical 

platform

Choice data

Approval

Describe the project

Pick relevant 

registers and 

variablesDelimit the population in text

Choice the relevant registers 

via metadata

Get proposal for registers 

based on your project 

description (ML) 

Get an overview of 

recommended variables

See  the coverage period for 

variables

Pick platform. Pick what suits 

your project and needs

Send your project to Statics 

Denmark for approval or 

revision

If your project are approved, 

you get a login to your data at 

the infrastructure and services 

at your choice

Pick your population via filters 

and get an estimate of the size

Produced code can be used for 

automation of production of the 

population 

Explore HPC hardware and 

software via metadata. 

Compare prices

Explore the data via metadata

Datasafari

TO BE

TO BE

DDP Dialog
Get counselling in the process of approval from 

relevant person and authority

Upload metadata for own 

research data you want to 

combine with

TO BE

TO BE

All relevant authorities will get 

the application at the same 

time and approval status can 

be followed by the user

TO BE

Decision aid for complying to 

data minimization politics 



User journey for access to microdata at an analytical platform 

Download results

Microdata check and download results only

Log on relevant infrastructure where 

data is gathered and 

pseudonymized for the user

Log on

DDP Dialog
Get counselling in the process of handling data 

from relevant person and authority

Data can be access and analyzed safely.  

Hardware and services support the needs of the 

project

Analyze data

TO BE

Collected metadata on 

scanning results will improve 

the scanner and support risk-

based sampling

TO BE

Automation of the gathering and 

pseudonymization of data on picked analytical 

platform. Automation requires data 

harmonization



DDP vision supports Hub ‘n’ Spoke

Case:

▪ A DDP user wishes to acquire data from 

DST and an external data supplying 

authority 

▪ Furthermore, the user wishes to apply 

specific external infrastructure from a 3rd 

party

▪ This could be due to:

- Software 

- Pricing at the specific infrastructure 

supplier

- Familiarity

- The data supplying authority does not 

supply infrastructure

▪ Data from both sources will be 

pseudonymized with the same key and is 

finally consolidated at the infrastructure 

supplier 



DDP architecture (TO-BE draft)



DDP architecture (TO-BE)

▪ The hub is placed in a DMZ zone and acts as a central API component that 
spokes connect to through VPN (or similar) authenticating themselves with an 
API key.

▪ Communications are initiated by the spokes to the hub to reduce complexity of 
the hub. This requires consumer services to implemented that calls the API with 
a fixed frequency to get updates.



DDP will be integrated to 
the authorities’ standard 
systems (ESDH, CRM, 
ERP and time registration) 
by APIs

This is also Hub ‘n’ Spoke

The most popular 
standard system across 
the data authorities seems 
to be

- Microsoft Dynamics, 
Navision, mTIME, 360

Danmarks Datavindue

Dialog & visitation Overview
Estimate of 

time & price
Invoice

Backend systemer

Invoicing BI & forecasting

Administration & ressourcemanagement

Governance

Price model Journaling

Time registration

Log

Data

CRM

Log

Data

ERP

Log

Data

ESDH

Log

Data

Internal administration at the authorities (not addressed in the 

PwC report)



Key to success 
➢ Data available (Possible to link data from different data sources )

➢ Metadata available (and knowledge within DoS about the data)

➢ Legal framework and agreements in place (A new statistical law drafted – expected be approved 2024) 
expected 

➢ Security policy and rules in place

➢ Confidentiality policy rules in place – including how to handle breaches

➢ Data and metadata structure/repository in place

➢ Administrative process for granting access in place 

➢ Guidelines for users

➢ A secure IT infra structure set up where access rights are controlled, how to get output ……

➢ Organizational structure to support the services provided for researchers and decision makers in place 

➢ Business model in place

➢ xxxxx







Thank you for your attention

http://dosweb.dos.gov.jo/


The Danish Data Portal



Organization

➢All contact with researchers and all data for research are handled by one 
specialized Research Service Unit

➢Today the Research Service Units consist of 40 employees

➢Research Service supports 523 institutions, 1379 active projects and 4723 
users 

➢Publicly funded research and analysis environments (i.e. universities, sector research 
institutes, ministries, agencies, etc.), 

➢General charitable foundations in Denmark.

➢Within the private sector, the following Danish organizations can obtain authorization:

➢ Interest organizations

➢Consultancy firms 
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